The Internet of Things includes both traditional electronics and everyday
“things" embedded with sensors, computing, & networking capabilities
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Almost one for every man, That's 2.5 per estimated
woman, & child on Earth population of 2020

Currently, people living in large urban environments are
surrounded by thousands of trackable objects at every moment.

Where Internet of things capabilities are installed
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Leaving an increasing digital trail offering new forms of cyber security risks
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With 1 billion more Internet users today than in 2011

2.2 billion Internet users 3 billion+

Large Cyber security Breaches by Year

breaches with over 30,000 records stolen)
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With several data breaches much larger than the rest
Number of records stolen

Campaign against JC  Adobe eBay Heartland TK/TJ Maxx

Penney, 7-Eleven, (2014) (2014) (2009) (2007)
Hannaford, Heartland,

JetBlue, & many others
(2012)

Some information is particularly sought after
Black market data prices in dollars

CVV, 3-digit security code $2 $%
Name, DOB, Basics $3 $$$
Bank account details $5 $$$%$%
Credit Card (Old) $5 $$$%$%
Credit Card (market flooded) $10 $$$$$$$%$%%

Healthcare information $10 $$$$$$$$%$%
Paypal/eBay account $27 $$$$$$$$$$$$$$9999$$$999$%%
Average new credit card info $32 $$$$$$$$99999$$$9999999$99999$%%

Cyber security professionals & detailed cyber security
plans within new businesses are necessary
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74% Nearly twice

growth in cyber security the rate of
jobs in the last 6 years other IT jobs

Growing Threats

Many cyber attackers are hardened
veterans with more experience
than the IT professionals meant to
defend against attacks

Organizations defending against
disruptive threats are outdated.
Threats today are "campaigns”
aiming at disrupting entire business
sectors in many-waved attacks.

The barrier of entry in tech has
never been lower, leaving many
new organizations to later grapple 2
with unsatisfactory security. J
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