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And what do we do about it?
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Questions we will try to answer

1.How did the pandemic change business and IT practices, and   
what are the cyber security implications for the remote worker?

2.What new cyber threats have arisen from the pandemic?

3.What new fraud schemes have emerged?

4.What can we expect to see in this “new normal”?
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How did the pandemic 
change business and 
IT practices?

And what are the cyber 
security implications for the 
remote worker?
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Business Changes Reflected in Online Traffic

o Retail online traffic up 20%

o International money transfers down 14-35%

o Investment accounts up by 56%

o Travel bookings down 75%

o Grocery delivery up 400%
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Hypergrowth of Remote Access

Carefully 
planned?

Easy vs 
Secure?

Very visible, 
very attractive
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Attack 
surface 

grew

Defenses 
unlocked

Architecture Changes Driven 
by Shelter-in-place
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Architecture Changes Driven 
by Shelter-in-place

Remote Desktop Protocol 
(RDP) visibility up 41% 

Two-factor usage 
reduced

VPN (IKE & PPTP) 
visibility up 33% 

VPN Split Tunneling 
(less filtering)

Attack 
surface 

grew

Defenses 
unlocked
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Quick 
explanation
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RDP is a Top Target Globally 
(Pre-pandemic Q4 2019)

 -  40,000,000  80,000,000  120,000,000

MS CRM: 5555

ICB / SWX: 7326

MS RDP: 3389

Telnet: 23

SMTP: 25

HTTPS: 443

HTTP: 80

SSH: 22

RFB/VNC: 5900

MS SMB: 445

Normalized Attack Count

Global Top Targeted Ports
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Top 10 position of RDP port targeting 
across global regions
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1 Trillion 
Username and passwords avail

Credential Stuffing

3%
Credential stuffing success rate

3 Billion
Credentials stolen a year

https://blog.shapesecurity.com/2018/07/30/the-2018-credential-spill-report/
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In the news…
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What new cyber threats have 
arisen from the pandemic?
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Incidents reported to the SIRT by year
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2015-2019 2020

F5 SOC - Phishing Attacks Rising
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Actual Phishing Lures
• Covid-19 in your area? Please confirm your address
• Click here for COVID-19 vaccinations
• Get your COVID-19 CARES Act relief check here
• Counterfeit Respirators, sanitizers, PPE
• Fake cures for COVID-19 
• Message from the World Health Organization
• Message from the Centers for Disease Control and Prevention
• Click here for Coronavirus-related information
• Donate to these charitable organizations.
• Message from Local hospital - Need patient data for COVID-19 testing 
• COVID 19 Preparation Guidance
• 2019-nCoV: Coronavirus outbreak in your city (Emergency)
• HIGH-RISK: New confirmed cases in your city
• Coronavirus (2019-nCoV) Safety Measures
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Certificates per month 
using the words 'covid' or 'corona'
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Impersonation
– WHO
– Public Health Offices (CDC) 
– Revenue Agencies
– Human Rights offices
– Charities
– Unicef
– WSJ
– FedEx
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Typo Squats, Fake Domains, and a DNS Sandwich

https://nab-cxthsec-reffrence6834576523.statrments.com http://dictatorads.com/hb2.financeleumi.co.il.uniquesid2196cb8428728bd3ec6 https://db.mutasee.com/tesbca.html http://angelvengeance.com/leumi/ https://paypelnotic.000webhostapp.com/coil255/coil2/ 
https://cxtolike-logfacebuuk.000webhostapp.com https://ib.nab.com.cx.blocked.services/login https://gooddeypeople.club/amzccadvadmin https://gooddeypeople.club/ebayadmin https://hundeteamschule-shop.de/webinar_cxth/info/ 

http://ffreebies.com/new/Netfinance.html http://ffreebies.com/new/Erste%20finance%20and%20Sparkassen%20Login%20-%20Passwordyt.html https://financeing-nab.com.cx http://summiturgentcare365.com/Service/login/www.winfinance.gr/sites/idiwtes/el/Pages/e-
financeing.winfinance.gr/_Login/EBlogin031a.html https://essfiresafe.com/Service/login/www.winfinance.gr/sites/idiwtes/el/Pages/ http://www.nabib.com.cx.oceancity.accountlogin.login.now.webdemoidc.com/ http://nab-account.logged-system.recover-

card.siliteyusiwangi.xyz http://nabib.com.cx.login.oceancity.notifythecustomer.log.cxss.n4tools.com https://107.174.45.130:446/config.php https://139.60.163.56:446/response.php http://mail.ib.nab.com.cx.x5labvenfq5abn.ib-national-con.com/def/mobile/login/ 
https://erste978887452.blogspot.com/JEELRJRLSMS https://bestofhealthtip.club/wp-content/gw/5df41b09aec0add7670dd7ded6af2b0c/ http://erstefrensm9874457821.blogspot.com/ http://mail.benstokes.com/dir-bak/pay/il/c383a8f2eef55d511612ad103e547f 

http://www.legendsofeightysix.com/Service/login/www.winfinance.gr/sites/idiwtes/el/Pages/defcxlt.html https://jobily.co.uk/data/userData/secure/lb/login.php http://moonsuntravel.com/nab/ https://ubagroup-private.com/ 
https://nationalcxstrialianfinance.herokuapp.com/login/ http://www.nabacts.com/ http://www.nab.ib.nabib.login.oceancity.userandpassword.required.ormecorp.com/ http://gopay.com.my/hr/Erste Netfinanceing.html http://qesota-71.gq/hr/Erste%20Netfinanceing.html 

https://sign.supportservice-login.sukakamusell.com/nab.com.cx https://ib.nab.com.cx.nz-0lll0data.tk/customer-help/center/profile-check/index.html http://pirometer.ru/_cxtogenerated/components/bcExternalTinymce/tinymce/plugins/index.php https://bit.ly/37n3UeL 
http://zen-do.net:32000/freebusy/inc/il/index.php http://akdenizmefrusat.com:32000/freebusy/inc/il/index.php https://nab.com.cx.financeing-security.services/def/mobile/ http://nab.inform.jrelectricalservices.com.cx http://nab.support-info.marketingmob.com.cx

http://serv-nn.ru/engine/spaw2/uploads/files/dremn.phhh5p https://nam.unitregistry.com.cx/ofs https://www.cashpassport.com.cx/nab/dashboard/

Targetted site 
https://legitbank.com

Hijacked site/domain
https://blog.bichonbop.com

Fake site example 1
https://legitbonk.com/

Fake site example 2
https://blog.bichonbop.com/.tmp/legitbank-online-banking-login/

Fake site example 3
https://excitingoffer.legitbank.com.bichonbop.com
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Malware rides in on the phish
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Malware Multiplying

Inject into login sequence for:
o Retail eCommerce
o Shipping
o Banks
o Entertainment
o Food Delivery
o Online Auction

https://www.f5.com/labs/articles/threat-intelligence/qbot-
banking-trojan-still-up-to-its-old-tricks

https://www.f5.com/labs/articles/threat-intelligence/qbot-banking-trojan-still-up-to-its-old-tricks
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Malware Web Inject
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What new fraud schemes have emerged?
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Scattered Canary

https://www.f5.com/labs/articles/education/fraudulent-unemployment-claims-signal-consumers-to-step-up-perso
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Bots attack e-tailers, restaurants

• Create synthetic identities

• Use stolen identities/credentials

• Fraudsters pose as discount providers
on social media to place real orders
with stolen credit cards

• High unemployment -> Money mule recruitment
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Fraud via automation
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What can we expect 
to see in cyberthreats 
this “new normal”?
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Pre-pandemic lures 
• Websites - bank notices, fake 

confirmations/alerts
• Attachments - Invoices, shipping 

information, resumes

Pandemic lures
• COVID-19 update,  Hospital notify,

Cures, N95/PPE, Donations

New Normal lures
• BLM, Pandemic Stimulus, Elections

Phishing evolves
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Attack vector is usually
• Phishing delivered malware or
• Password attack on remote login
• Popular unpatched vulnerability

Ransomware is Big Business
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Ransomware attackers 
penetrate and waitCommon

Targets:
• Health care
• Cities
• Schools
• Health services

Ransom based
on victim size:  
$15k for small, 
$150k+ for larger
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DDoS Extortion
Impersonating APTs

to scare up more money
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Count of DDoS Attacks By Month
Mitigated by F5 Silverline Q1 & Q2 2020
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Disinfo schemes
Spreading the chaos and the hate

https://github.com/podpeople/podpeople

• Over 70 social networks infected
with fake accounts

• Primary attack vector: Credential stuffing
(stolen user/pass) to create fake accounts

• Create and cultivate social media accounts 
for months to build up  a ”lived in feel” and 
then resell 
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How we fight back
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Watch for these Two Login Attacks

Phishing Password Guessing 
via Credential Stuffing
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Takeaways for Organizations
What you need to do

• Use strong authentication on any Internet-facing login
(or administrative account, even on the inside)

• Patch everything you feasibly can, especially Internet-facing services 
How to prioritize - https://www.youtube.com/watch?v=w7ODzbXyCXY

• Be wary of any email file attachments - scan them first

• Disable macros if you can

• Verify all transactions, especially when they come in via email

https://www.f5.com/labs/articles/cisotociso/recommended-security-controls-for-2020-

https://www.youtube.com/watch?v=w7ODzbXyCXY
https://www.f5.com/labs/articles/cisotociso/recommended-security-controls-for-2020-
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Takeaways for Individuals
Personal advice

• Don't reuse passwords - different account, use a different password

• Freeze or lock your credit

• Make sure your computer, your smartphone, and your browser are patched

• Use and update anti-virus software

• Don’t fall or spread misinformation – verify before you act

https://www.f5.com/labs/articles/cisotociso/five-steps-users-can-take-to-inoculate-themselves-against-fake-news-25585

https://www.f5.com/labs/articles/education/fraudulent-unemployment-claims-signal-consumers-to-step-up-perso

https://www.f5.com/labs/articles/education/how-to-guard-against-identity-theft-in-times-of-increasing-online-fraud

https://www.f5.com/labs/articles/cisotociso/five-steps-users-can-take-to-inoculate-themselves-against-fake-news-25585
https://www.f5.com/labs/articles/education/fraudulent-unemployment-claims-signal-consumers-to-step-up-perso
https://www.f5.com/labs/articles/education/how-to-guard-against-identity-theft-in-times-of-increasing-online-fraud
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General Threat Trends Phishing Encryption IoT (Attacker Hunt Series)
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Twitter LinkedIn Email 
Updates

(1 / week)

RSS

Tell us what you want to read about – or write for us!

F5Labs.com
Stay Up to Date by Following Us!
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