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What is Threat Intelligence?
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Top 20 targeted ports:

Country
Vietnam
China
Russia
India
Indonesia
Brazil
United States
Thailand
Turkey
Taiwan

Port Service
445 SMB
22 SSH
80 HTTP
23 Telnet
3389 MS RDP
1433 MS SQL
8445 JSON RCP
81 HTTP
8080 HTTP
139 Netbios
5555 MS CRM
2323 Telnet
8291 Mikrotik
443 HTTPS
25 SMTP
3306 MySQL
8888 NewsEDGE

5900
Remote 
Framebuffer

21 FTP
8088 Radan HTTP



The 7 Things
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Web App
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#2 Watch out 
for 
Credential 
Attacks



Brute force attacks mitigated by the F5 SIRT, broken down by industry.



In the last 8 years more than 
7.1 billion identities have been 
exposed in data breaches

70
MILLION 
accounts

427 
MILLION 
accounts

150 
MILLION 
accounts

3 
BILLION
accounts

117 
MILLION 
accounts

1. Symantec Internet Security Threat Report, April 2017 
2. https://www.entrepreneur.com/article/246902#

Nearly 3 out of 4 consumers 
use duplicate passwords, 
many of which have not been 
changed in five years or more.

3 out of 4



Credential Stuffing
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USERNAME USERNAME
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#3
Lots of 
Phishing



71% of phishing impersonates 10 orgs



Phishing 
Kits



Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

increase
Oct - Jan50%



#4
Business
Email
Compromise
is big





Email is directly 
attributed as a factor 
in over a third of all 
breach reports

Four percent of the email 
hacking cases noted that 
attackers used a stolen 
mailbox to phish others 
within the organization.



#5
Web Payment 
card Formjack
Injections



Formjack / Injection 
by industry



Stolen data exfiltrated 
via HTTPS to a 

drop server 

Card Stealing Web Injects

26

Targeted SiteMalicious 
PHP Code

Payment Card 
Info Breached

© 2018 F5 Networks

Injects usually due to 
weak input filters common 

in PHP, JS, CMS sys
Can add fake 
fields to page



Bob’s Bikes

A typical 
shopping site

  

$52.00
Yellow Bike

All linked off main 
app site but hosted 
elsewhere…
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#6
Ransomware
Everywhere



Email delivered malware:
• Malicious attachments
• Lures to download ransomware
• Lures to booby-trapped sites 

(drive-by browser exploits)

Self-propagating:
• Weak File Shares (SMB)
• Well-known exploits
• Stolen privileges from earlier infection 

Credential Attack:
• Default credentials
• Credential stuffing
• Password spray



Email sent from North Korean APT 
related to Bangladesh Bank heist.

Email sent from North Korean ATP 
in Sony compromise.

Phishing emails are 
3 times more likely 
to have a malicious 
link than a malicious 
attachment.

3X
MALICIOUS 
LINK

MALICIOUS 
FILE



Attackers Hide 
Malware in Encryption

of all Internet 
traffic is encrypted70%
of malware phones 
home over port 44368%



#7
Internet
Of Things 
devices
are easily
hacked
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Common IoT Set Up



RFC2324: Hyper Text Coffee 
Pot Control Protocol

{ "_id" : { "protocol" : "http", "timestamp" : { "$date" : "2018-07-
19T20:31:04.000-0700" }, "source_ip" : "185.112.249.24", "session_http" : { 
"request" : { "body" : "", "header" : [ [ "accept", "*/*" ], [ "user-agent", 
"Keurig K575 Coffee Maker" ] ], "verb" : "GET", "path" : "/" } }, 
"source_port" : 56946, "destination_port" : 80, }

{ "_id" : { "protocol" : "http", "timestamp" : { "$date" : "2018-07-
23T12:16:41.000-0700" }, "source_ip" : "185.112.249.24", "session_http" : { 
"request" : { "body" : "", "header" : [ [ "accept", "*/*" ], [ "user-agent", 
"Keurig K575 Coffee Maker" ] ], "verb" : "GET", "path" : "/" } }, 
"source_port" : 49180, "destination_port" : 80, }

{ "_id" : { "protocol" : "http", "timestamp" : { "$date" : "2018-07-
25T10:04:52.000-0700" }, "source_ip" : "185.112.249.24", "session_http" : { 
"request" : { "body" : "", "header" : [ [ "accept", "*/*" ], [ "user-agent", 
"Keurig K575 Coffee Maker" ] ], "verb" : "GET", "path" : "/" } }, 
"source_port" : 40755, "destination_port" : 80, }

{ "_id" : { "protocol" : "http", "timestamp" : { "$date" : "2018-07-
25T10:14:46.000-0700" }, "source_ip" : "185.112.249.24", "session_http" : { 
"request" : { "body" : "", "header" : [ [ "accept", "*/*" ], [ "user-agent", 
"Keurig K575 Coffee Maker" ] ], "verb" : "GET", "path" : "/" } }, 
"source_port" : 40755, "destination_port" : 80, }

{ "_id" : {"protocol" : "http", "timestamp" : { "$date" : "2018-07-
28T06:29:53.000-0700" }, "source_ip" : "185.112.249.28", "session_http" : { 
"request" : { "body" : "", "header" : [ [ "accept", "*/*" ], [ "user-agent", 
"Keurig K575 Coffee Maker" ] ], "verb" : "GET", "path" : "/" } }, 
"source_port" : 50225, "destination_port" : 80, }
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Data informs Defense



Reduce 
Your Attack 
Surface

Internet-facing web servers

Unpatched 
Internet-facing 

systems

Poor physical 
security

Login pages Dependencies on Third 
Parties

Executive Email 
Addresses

Unencrypted 
Laptops

Server-side features such as 
search

Web pages 
and directories

Shells, 
Perl/PHP

Data entry forms

Administrative and monitoring 
stubs 

and tools

Events of the 
application—triggered

server-side code

Backend connections through 
the server (injection)

APIs

Wireless Networks

Data/active content pools—the data 
that populates and

drives pages



At least know what problems you might have

Reduce 
Your Attack 
Surface



25%

2%

24%

14%

9%

5%

7%

5%

9%

None

Unsure

Testing is Not Pre-scheduled

Every Time Code Changes

Every Week

Every Month

Every 3 Months

Twice a Year

Annually

2018 F5 App Protect Report Survey

Shown most effective
https://www.cyentia.com/road-to-secops-maturity-study-released/



Basic 
phishing 
defense

Filter email for executable attachments



Disable Macros to prevent macro attachments

Basic 
phishing 
defense



Over 210k critical 
vulnerabilities

But vulnerabilities with 
published exploits 
have 1 in 3 chance 
of getting used 
by attackers 

https://www.cyentia.com/research/



Patching

Prioritize your patching to what attackers are using



Select 
Flexible and 
Integrated 
Defense 
Tools

Defenses in Use, F5 2018 App Protect Report Survey
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19%

20%

28%

Other Network Security
Controls

Next-Generation Firewall

Web Fraud Detection

Traditional Network Firewall

Intrusion Prevention System
(IPS)

Anti-DDoS

Anti-Malware Software

Application Scanning

Penetration Testing

Web App Firewall (WAF)



Phishing success 
without training.33%

Phishing success 
with training.13%



https://www.f5.com/labs/application-protection

https://www.f5.com/labs/application-protection


Twitter LinkedIn Email 
Updates

(1 / week)

RSS

Tell us what you want to read about – or write for us!

F5Labs.com

© 2016 F5 Networks 49

Stay Up to Date by Following Us!
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