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Email
A BRIEF HISTORY

Email didn’t start as email

• Email is technically older than ARPANet or the Internet

• In the beginning users left messages in a file directory

• In 1965 a system called MAILBOX was used at MIT. This system 
allowed users to communicate on the same computer. Users 
used “dumb terminals” to access a mainframe and could 
communicate with each other.

• Roy Tomlinson is credited with inventing email in 1972

• By 1974 there were hundreds of military email users

• Within a couple of years 75% of all ARPANet traffic was email

• Eventually “offline readers” were created, think Outlook, AOL, 
Eudora, Thunderbird, Pegasus

• Finally web based readers emerged, think Yahoo and Hotmail
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Email
STATISTICS

Massive Adoption – 2017 Stats

• Each day, the average worker receives 121 emails and sends 40.

• 86% of professionals name email as their favorite communication 
tool.

• 66% of email is read on mobile devices.

• 49.7% of email is considered spam.

• 2.3% of emails have a malicious attachment

• The top day for email is Cyber Monday

• 33% of mobile users say they’ve read an email based on its 
subject line.

• More emails are opened on Tuesday than any other day of the 
week.
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Email
BY THE NUMBERS

What Happens in a Day?

• Roughly 269 billion emails were sent per day worldwide in 2017.

• In 2022, it is expected to increase to over 333 billion emails per 
day.



Malware
WHAT ARE THE THREATS?
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Malware
WHAT EXACTLY IS IT?

Malware is short for “malicious 
software”

This general term covers all types of computer 
programs that are designed to damage a computer, 
server, or network. 

This also includes mobile devices.

Malware threats are further defined 
by the way they spread and what 
they do.

In December 2017 McAfee Labs 
published their annual Threat 
Report. 

The McAfee Labs counted an all-
time high of 57.6 million new 
samples in Q3 alone.

Malware continues to grow at a 
rapid pace in 2018 with crypto 
mining leading the pack currently.
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Viruses
WHAT ARE THE THREATS?
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Viruses
COMPUTER CAUGHT A COLD

A computer virus is designed to 
spread from host to host and can 
replicate itself.

They often attach themselves to a legitimate 
program or file. Once executed it will follow a 
specific set of instructions.

Viruses require a user to trigger the program or 
boot from an infected disk or USB device.  

Self-replicating programs were first 
established in 1949.

Frederick Cohen coined the term 
“Virus” for computer programs that 
were infectious due to their 
tendency to replicate in 1983.

Symantec launched one of the first 
antivirus programs called Norton 
Antivirus in 1990.
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Worms
WHAT ARE THE THREATS?
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Worms
AN ADVANCED COLD

A computer worm is similar to a 
virus but does not require user 
action to spread.

After a worm is activated it copies itself to another 
computer and then launches that copy. They can 
spread across networks very rapidly.

In 1988 The Morris Worm was 
designed as a test and it slowed 
down the internet due to spreading 
so quickly.

MyDoom was created in 2004 and 
was labeled the fastest mailer worm 
and allowed hackers access to 
infected computers.

The recent NSA-derived WannaCry
ransomware worm shut down over 
75,000 computers and affected at 
least 74 countries.
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Trojans
WHAT ARE THE THREATS?
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Trojans
A HIDDEN THREAT

A Trojan is malware that is hidden 
inside of programs.

Trojans are often hidden inside of legitimate 
software that have been compromised and 
redistributed.

Mobile apps often pose as legitimate programs but 
contain Trojans. 

Trojans often contain a downloader 
that downloads and installed 
additional pieces of malware.

Trojans often delete, copy, or modify 
data.

Trojans are a very popular tool used 
to steal credentials, deploy 
ransomware, and create back doors 
on networks.
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Ransomware
WHAT ARE THE THREATS?
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Ransomware
SHOW ME THE MONEY

Ransomware is malware that blocks 
system access until a sum of 
money is paid.

This form of malware has generated tens of millions 
of dollars to date. 

It uses encryption to hold files ransom. Files cannot 
be restored without the keys for decryption or doing 
a full restore from backup.

Antivirus will not prevent a 
ransomware infection.

Ransomware is often deployed 
remotely, using an infected system. 
It can also be triggered by clicking a 
link in an email or attachment.

Ransomware can also be deployed 
via a Trojan.
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Cryptojacking
WHAT ARE THE THREATS?
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Cryptojacking
LET ME BORROW YOUR CPU

The unauthorized use of someone’s 
computer to mine cryptocurrency.

This is currently the number one favorite amongst 
cyberthieves.

This threat not only attacks enterprise networks but 
also goes after websites and data centers.

Fairly easy to detect on most 
business networks using antivirus 
and antimalware scans.

Difficult to track on websites 
because attackers are usually 
compromising code running on 
servers and not in the operating 
system itself.

There are some legitimate uses and 
some users allow this on their 
computer in order to collect money.
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Phishing, Spear Phishing, 
and Whaling

WHAT ARE THE THREATS?
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Phish∙ing
/’fiSHiNG/

Most often spread via mass emails

• Phishing is an attempt to gain access to sensitive information 
such as usernames, passwords, and credit card details.

• Email spoofing is the most common delivery method. Emails 
purporting to be from your bank, PayPal, cloud services, social 
media websites, or IT administrators encourage you to click links 
that redirect you to a compromised site.
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Spear Phish∙ing
/’fiSHiNG/

Directed at specific individuals or companies

• Focused attempts of phishing where the attacker has often does 
research to increase the probability of success.

• Emails are spoofed from clients and potential vendors. 
Sometimes come directly from a compromised client email 
account.
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Whal∙ing
/’(h)waliNG/

Spear phishing attacks that are specifically 
directed at senior executives and other high-
profile targets

• Focused attempts of phishing where the attacker has often does 
research to increase the probability of success.

• Emails are spoofed from clients and potential vendors. These 
may be sent as complaints, subpoenas, or another executive 
level issue.



Examples
WHAT ARE THE THREATS?























Phishing is everywhere
IT’S UP TO YOU

Phishing most often plays on fear. 
Other potential examples include:

• FedEx, UPS, USPS, Amazon failed delivery notices

• Coupons / Sales

• Voicemails

• Fax notices

• Fake invoices

• Overdue notices

• Fake account compromised notices

• Fake encrypted email notices

• Social media themed



Social Engineering
BUT WAIT,  THERE’S MORE!!





Never Assume
WHAT CAN I  DO?



Firewalls cannot block all viruses

• The primary purpose of a firewall is to route traffic 
and to prevent unauthorized outside access to a 
network.

• Firewalls have added malware scanning but they 
are always s step behind.

• Next generation firewalls are using AI to help 
prevent viruses but they are currently very 
expensive.



Spam filters can only do so much

• Spam filters are starting to scan from advanced 
threats but you need to pay for that upgraded 
service.

• Advanced threat services are not guaranteed to 
eliminate all of the threats

• Most spam filters will not read deep into links

• Users get annoyed when a spam filter catches too 
much



What can you do?
NOW YOU KNOW
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Email Policy
EDUCATION IS CRITICAL

Email was not designed to be a 
secure means of communication

Email not only serves as an easy way to steal 
outgoing sensitive information, it also serves as a 
way into your network.

Phishing attacks are at an all-time 
high. Employees should not be 
clicking links or opening 
attachments unless they are 100% 
sure the email is legitimate.

We live in a social media world, 
spear phishing attacks are 
extremely common.

Do not email sensitive information 
unless it is encrypted.
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Security Starts With You
IT’S ONLY THE BEGINNING

Continuous Education Humans are the weak link when it comes to 
security.

Humans can and will bypass security, sometimes 
unknowingly.
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Question every email Question every popup Never be afraid to ask
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Question Every Email
TAKE A DEEP BREATH

We are all busy and trying to work 
quickly.

It is important that you also work efficiently.

Read the email multiple times. 

Look for:

• Spelling mistakes

• Grammar mistakes

• Calls to action

• Threatening language

Learn the power of the mouse 
hovering over a link

Does the link even make sense?

Hit reply to, does the email go to the 
correct person?
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Question Every Attachment
TAKE A DEEP BREATH

We are all busy and trying to work 
quickly.

Slow down and review the attachment. One wrong 
click can cause network outages and downtime.

Read the email multiple times. 

Look for:

• Spelling mistakes

• Grammar mistakes

• Calls to action

• Threatening language

Does the attachment have a link in it 
requiring an additional step?

In most cases any links are a red 
flag and should not be clicked 
without asking a system 
administrator for input/

Does the attachment ask you to 
enable macros? 

DO NOT DO THIS!

1 2 3
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Do You Have Doubts?
ASK

Never reply to an email asking for 
confirmation. 

If the email account has been compromised you will 
get a confirmation that the email is safe to open.

Don’t be fooled!

Pick up the phone and call the 
sender to verify the email is 
legitimate.

Ask a system administrator to 
review the email before opening. It 
can wait.

Assume the email is not legitimate.
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Final Thoughts
MIND BLOWN



Continuous Improvement Required
TECHNOLOGY IS NOT “SET IT 
AND FORGET IT”

Technology changes rapidly and 
requires daily, monthly, and yearly 
review.

A business leverages technology is many different 
ways. As the use of technology advances in your 
business, it is critical you evaluate each addition a 
long the way.
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24/7 Monitoring

• Antivirus/Malware Protection

• Operating System Updates

• File Access

• Employee Access

• Vendor Access

• Backup

Annual Risk Assessments

• Penetration Testing

• Employee Education Standards

• Policy Changes

Review

• Audit File Permissions

• Audit Group Policy (passwords, 
drive mapping, group 
membership)



Questions?
THANK YOU

Jake Ruddy


