MAGIC:
Malware Analysis to Generate
Important Capabilities
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Problem Statement

Scarce datasets

e Demand extensive knowledge
engineering work

Dynamic Analysis

e Bottleneck for studying malware
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MAGIC Model

@ Leverages fast static analysis

Decreases the need for dynamic analysis

Maps instructions to specific capabilities

@
6 Highly interpretable and easy to visualize
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Static Characterization
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Static Characterization (cont’d)

Control Flow Graph 1 Walk of 5 Nodes
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Static Characterization (cont’d)
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Dynamic Characterization
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Dynamic Characterization (cont’d)
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Dynamic Characterization (cont’d)
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Malware Dataset

Name Type Count
Cuckoo/MAEC | A1000

Andromeda Virus 3516 4458
Banker spyware 2730 8456
Banload downloader 4358 8582
Cutwail downloader 3018 4073
Inject trojan 3181 8193
Injector trojan 2498 8522
Ramnit trojan 3525 7169
Shifu spyware 3497 4629
Zbot downloader 3751 5545
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Decision Trees

8 Highly interpretable and easy to visualize
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- Inherently perform feature importance and selection

Low computational cost

|dentify instructions that lead to specific capabilities
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Results
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. Requires more expensive
>

Results
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Decision Tree Model

True False

class = Yes

class = No

College of Engineering

LERNER Financial Services Analytics Ph.D. [ﬁﬁﬁ%mm

»




