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Problem Statement

Complex and numerous 
malware
• Require adaptive‐based techniques

Scarce datasets
• Demand extensive knowledge 
engineering work

Dynamic Analysis
• Bottleneck for studying malware
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MAGIC Model

Leverages fast static analysis

Decreases the need for dynamic analysis

Maps instructions to specific capabilities

Highly interpretable and easy to visualize
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Static Characterization
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Static Characterization (cont’d)
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Static Characterization (cont’d)
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Dynamic Characterization
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Dynamic Characterization (cont’d)
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Dynamic Characterization (cont’d)
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Malware Dataset
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Decision Trees

Highly interpretable and easy to visualize

Inherently perform feature importance and selection

Low computational cost

Identify instructions that lead to specific capabilities
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Results
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Fast static analysis to 
predict important capabilities

Identify anti-sandbox 
malware

For bare-metal systems

Spot anti-detection 
malware 

Requires more expensive
characterizations

Results
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Decision Tree Model


