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Magic:  Malware Analysis to Generate Important Capabili es 

Manually constructed malware analysis pla orms that iden fy im-

portant capabili es in malicious so ware cannot keep up with the mas-

sive amounts of malware being released on a daily basis. Tradi onal ap-

proaches that detect the func onal capabili es of malware usually con-

tain bri le handcra ed heuris cs that quickly become outdated, and 

can be exploited by nefarious actors. As a result, it is necessary to 

change the way so ware security is approached by using advanced ana-

ly cs, i.e., machine learning, and significantly more automa on, to de-

velop more adaptable malware analysis engines that correctly deduce 

the important capabili es of malware. In this presenta on, I will discuss 

our novel work using machine learning (i.e., decision tree) models to au-

toma cally iden fy a malware's important capabili es. Our training data 

consists of features extracted from extremely fast sta c analysis of mali-

cious code, as well as informa on derived from slower dynamic analysis 

of binaries in a malware analysis sandbox. Our experimental results 

demonstrate that by learning from rela vely large amounts of malware, 

we are able to accurately predict important capabili es of malicious exe-

cutables with an accuracy of up to 98% without having to run malware 

through expensive dynamic analysis.   
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