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About Me

Walt Berstler

* Senior Manager at Protiviti
* Over 14 years in InfoSec

o CISSP, OSCP, CISM, MBA

e Volunteer for ISC?2 “Safe and Secure:Online”



Talk Is/ Talk Isn't

IS
 Maintain personal privacy
* James Bond

o Interactive



Talk Is/ Talk Isn't

ISNT
« Corporate / Enterprise security
« Removal of data

o Criminal activity
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Using Disinformation to Maintain Personal Privacy:
muddying the waters

dis-in-for-ma-tion

/ disanfar' maSH(a)n/

noun
noun: disinformation

false information that is intended to mislead, especially propaganda issued by a government
organization to a rival power or the media.




Why 1s this important?



Why is this important?
Who is after me?
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Information you willingly provide

» Facebook

s Twitter

* Pandora / Spotify

» Google (Gmail, Google +, Maps, Calendar)
s Amazon

e Census



Timeline

About

Friends

Photos

More «




;panol - Portugués (Br
) - Deutsch

Union College

4.7 v ¥4 (187) - College & |
807 Union St - (518) 388-6000

Union College shaped the rest of 1
“®3 man.

Schenectady, New York
City

E Lot of great places to eat and a lot
Rich Tessitore 4.0 % over a year
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Mybe You Shouldn't Use your

daughﬁar‘ as an exper‘imen+ to prove

your point_ Just an idea




Information collected about you

o Credit history

e Criminal record

* Health records

* Drug screen resulfs -

e Social Security / Taxes



ate of the Unien Hack

Hacking 1s easy
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CHANGE
ate of the Bnion Hack RANK PASSWORD FROM 2014

123456 Unchanged

Hacking 1s easy

password Unchanged
12345678 1 A
qwerty 1 AN

@Clsca.ﬁny(:onnectSemrEMnhﬂﬁyEﬁﬂlt = = Y - T

Enter a username and software token FIN

- | | Connect




ate of the Umien Hack

Hacking 1s easy
Mainstream media




ate of the Umiern Hack

Hacking 1s easy
Mainstream media

Credit monitoring




Data brokers

PANDORA

X




aitTo | .NOT T0 BE REMOVED WITHOUT

THE PERMISSION OF APPROPRIATE
 DEPARTMENTHEAD ~ 00

ammﬂ-ﬂb“l“w

i

NI]T TO BE TAKEN OFF FlOUR I.EVEL 3

NAME OF AGENT: James Bond
.

Confidential document prepared by ‘M', head of the Secret Service: s

NATIONALITY: British

W

SEX: Male

MARITAL STATE: Single

James Bond, 007, is one of our top agents,

EDUCATION: Eton, Fettes College
both in performance and rank.

SERVICE RECORD: Lieutenant in Special Branch of RNVR
Achieved rank of Commander.

HONOURS: CMG
PARENTS: Andrew Bond (Scottish)
Monigue Delacroix (Swiss)

His good looks tend to give the impression of a man of
delicate nature, but in situations demanding ruthlessness
and animal courage there is no one better. Known and
admired by the Secret Services of the western powers, he
is the man they ask for when they want a helping hand on
an exacting mission. He is an expert pistol shot, boxer and
knife-thrower.

PHYSICAL
CHARACTERISTICS: Hair: Brown

Eyes: Brown
Height: 1.83 m
Weight: 76 kilos

Scar down right cheek and right shoulder;
signs of plastic surgery on back of right hand

A professional spy has only himself to depend on when in
the field, therefore he must be something of a lone wolf,
used to finding his own way out of embarrassing situations

INTERESTS: Gambling; fast cars; expensive clothes; without losing his ice-cold control. Bond has this essential
sophisticated women; sailing; good food; attitude of mind, able to cut himself off from all petty
music emotions and concentrate entirely on the job in hand. Of

course the few playthings we supply before he starts a
HEALTH: Excellent mission do help him somewhat.

Regrettably, Bond does seem always to get tangled up with
women on his assignments. But such is his control of the
situation that invariably he manages to extract himself with

RECORD IN Apart from one or two fail intai )
P ailures has maintained the minimum of discredit—much to the fury of SMERSH and ‘-‘ ‘

1.Q. Far above average

SECRET SERVICE remarkable success rate on operations, and
S0 FAR: looks set to be department head in time. SPECTRE. E

N.B. Bond has a double 0 number, giving him the For relaxation he likes to have the occasional night at a 2. )
right ta kill in the course of his dultigs 9 casino, followed by a good meal and a bottle of wine ., . .
i and then home to his collection of classical and blues [

records. He has few close male friends but when off-duty in
London he has yet to be seen without a girl on his arm.

;H@ BE REMOVED Unpredictable, exasperating, undisciplined—all these things &n
N@ p | Bond may be, but one thing is certain . . . we're lucky he's

e { on our side.




Who has access?.
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NOW who has access? =~







NOW who has acceés?
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Why is this important?
Who 1s after me?

rmation Accessed

nformation accessed may have included names, dates of birth, Social Security numbers, health care
ymbers, home addresses, email addresses, and employment information, including income data. We
10 reason to believe credit card or banking information was compromised,dence at
lime that medical information such as claims, test results, or diagnostic codes, was targeted or

ined



“People Finder” sites

e Google.com

o Spokeo.com

o Pipl.com

e Yasni.com

e Zabasearch.com
e Intelius.com

o Mylife.com




| have one Tickle Me Elmo for sale in box and mint condition. | will sell

to the highest bidder. Currently | have a $300 bid amoung my friends. |
live in the Philadelphia, Pennsylvania area. | would prefer a hand to hand
exchange. Serious inquiries only. Respond by my e-mail below.




Personalized Advertisements




“..the companies are analogous to feudal
lords...we are.tenant farmers for these

companies, working on 'their land by producing

data that they in turn sell for a profit“— Bruce
Schneier, Data and.Goliath




Where do I start?

s ‘Stop giving out personal information



Where do I start?

. Web browser privacy
o Switch to Chrome or Firefox
¢ Disconnect:
» ‘Better Privacy
o Adblock Plus
e Privacy Badger
¢ Ghostery



Where do I start?

e Clear all cookies:at close
o Stop using Google






Onithe internet
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First things first

e Fake name
e Fake street address
 Fake phone number

v




Your privacy briefcase

o Gmail account
e Google voice

Your Google Voice Number
Change / Port Delete Transfer

Forwards calls to:
[0 Google chat
@gmail.com

Edit | Delete

| | Home
- Home

Edit | Delete




Your privacy briefcase
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siGoogle voite o —— DRIVERS LICENSE

P B W T

« New address = e o
&1 k : e A D /72

; Elwood-Blucs
1060 W, Addison
Lh?ﬂﬂga, L

TER A NT S awx lln-ﬂl

olu g 385 M

v, l

§ 'r B Bl

Wrigley Field as

1060 West Addison (Red) |\'E
Addison Street

W Addison St




Your privacy briefcase

o NotSharingMy.Info

* 33mail.com account

State.Police@elwood.33mail.com

|
www, delcampe.net




Fake name

* Request additional credit card




Fake name

o Warranty card




Fake name

e Service provider
. cell phone

« utilities




Fake name

o Rewards card
o Car rental
» Hotel points




Fake name

 Magazine subscriptions




Fake street address

¢ Online surveys




Fake street address

e F'ree brochures
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Fake street address

o Fake social media “check ins”




Fake phone number

« Store loyalty cards




Fake phone number

o Sweepstakes or giveaways




Fake phone number

* Be creative |
o Google "always ring busy numbers'.

¢« 909-661-0001 through 909-661-0090
¢ 619-364-0003 through 619-364-0090
+ Also Google "non-working number”
¢ \717-980-0000 through 717-980-9999
o TEST them first!







Advanced tips

* Combine store loyalty cards with pre-paid credit
card



Advanced tips

» “Forgot my password”



Advanced tips

e Found incorrect information?



Advanced tips

« Reserved social security numbers

000-00-0000

THIS NUMBER HAS BEEN ESTABLISHED FOR

John Doe

ot Doe




Advanced tips

o Blur(abine.com)



Advanced tips

o Square purchases



Key points

« Make 1t difficult for "bad guys”



Key points

« Make 1t difficult for "bad guys”
o Bullet proof your future



Key points

« Make 1t difficult for "bad guys”
o Bullet proof your future
» Protect your loved ones



Do they really need that
information?




Resources

o http!//[www.computerworld.com/article/2849263/doxxing-
defense-remove-your-personal-info-from-data-brokers.html

¢ ' www.stopdatamining.me

e www.computercrimeinfo.com

e . www.notsharingmy.info

e 33mail.com

 Blur (abine.com)

« moxie.org/blog/we-should-all-have-something-to-hide/

« www.catalogchoice.org

» dmachoice.thedma.org

o pleasedontstalkme.com:



Questions?



