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About Me

Walt Berstler
• Senior Manager at Protiviti
• Over 14 years in InfoSec
• CISSP, OSCP, CISM, MBA
• Volunteer for ISC2 “Safe and Secure Online”
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ISNT
• Corporate / Enterprise security
• Removal of data
• Criminal activity
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Information you willingly provide

• Facebook
• Twitter
• Pandora / Spotify
• Google (Gmail, Google +, Maps, Calendar)
• Amazon
• Census



“Privacy settings”







Information collected about you

• Credit history
• Criminal record
• Health records
• Drug screen results
• Social Security / Taxes
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tate of the Union Hack

Hacking is easy
Mainstream media
Credit monitoring



Data brokers





Who has access?
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Why is this important?
Who is after me?



“People Finder” sites

• Google.com
• Spokeo.com
• Pipl.com
• Yasni.com
• Zabasearch.com
• Intelius.com
• MyLife.com





Personalized Advertisements



“…the companies are analogous to feudal 
lords…we are tenant farmers for these 
companies, working on their land by producing 
data that they in turn sell for a profit“ – Bruce 
Schneier, Data and Goliath
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Where do I start?

• Stop giving out personal information
• Web browser privacy

• Switch to Chrome or Firefox
• Disconnect
• Better Privacy
• Adblock Plus

• Clear all cookies at close
• Stop using Google







First things first

• Fake name
• Fake street address
• Fake phone number
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Your privacy briefcase

• Gmail account
• Google voice
• New address
• NotSharingMy.Info
• 33mail.com account

State.Police@elwood.33mail.com



Fake name

• Request additional credit card



Fake name

• Request additional credit card
• Warranty card



Fake name

• Request additional credit card
• Warranty card
• Service provider 

• cell phone
• utilities



Fake name

• Request additional credit card
• Warranty card
• Service provider 

• cell phone
• utilities

• Rewards card
• Car rental
• Hotel points



Fake name

• Request additional credit card
• Warranty card
• Service provider 

• cell phone
• utilities

• Rewards card
• Car rental
• Hotel points

• Magazine subscriptions



Fake street address

• Online surveys



Fake street address

• Online surveys
• Free brochures





Fake street address

• Online surveys
• Free brochures
• Fake social media “check ins”
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Fake phone number

• Store loyalty cards
• Sweepstakes or giveaways
• Be creative

• Google "always ring busy numbers". 
• 909-661-0001 through 909-661-0090

• 619-364-0003 through 619-364-0090
• Also Google "non-working number”

• 717-980-0000 through 717-980-9999
• TEST them first!





Advanced tips

• Combine store loyalty cards with pre-paid credit 
card



Advanced tips

• Combine store loyalty cards with pre-paid credit 
card

• “Forgot my password”



Advanced tips

• Combine store loyalty cards with pre-paid credit 
card

• “Forgot my password”
• Found incorrect information?



Advanced tips

• Combine store loyalty cards with pre-paid credit 
card

• “Forgot my password”
• Found incorrect information?
• Reserved social security numbers



Advanced tips

• Combine store loyalty cards with pre-paid credit 
card

• “Forgot my password”
• Found incorrect information?
• Reserved social security numbers
• Blur (abine.com)



Advanced tips

• Combine store loyalty cards with pre-paid credit 
card

• “Forgot my password”
• Found incorrect information?
• Reserved social security numbers
• Blur (abine.com)
• Square purchases
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Key points

• Make it difficult for “bad guys”
• Bullet proof your future
• Protect your loved ones



Do they really need that 
information?



Resources

• http://www.computerworld.com/article/2849263/doxxing-
defense-remove-your-personal-info-from-data-brokers.html

• www.stopdatamining.me
• www.computercrimeinfo.com
• www.notsharingmy.info 
• 33mail.com
• Blur (abine.com)
• moxie.org/blog/we-should-all-have-something-to-hide/
• www.catalogchoice.org
• dmachoice.thedma.org
• pleasedontstalkme.com



Questions?


