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86% of security incidents fit into 9 incident patterns

\

18% s 7\
Who are the “baéﬁvs”?

\‘ Y >
RDO SEY
verlzon Confidential and proprietary materials for authorized Verizon personnel and outside agencies only. Use, disclosure or
distribution of this material is not permitted to any unauthorized persons or third parties except by written agreement.


https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjZsMO-8_DOAhWBJh4KHYZODYIQjRwIBA&url=https://commons.wikimedia.org/wiki/File:Green_square.svg&psig=AFQjCNG50RgntwiJ3LXXwuQiJMWceeGIeg&ust=1472913226662990
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjBharM8_DOAhUFkh4KHXEcBGEQjRwIBA&url=http://redsquareagency.com/&psig=AFQjCNFTJa5P4mDK1j9VmJsY21oDK7XyPA&ust=1472913255611469

Lets Cut to the Chase... How do | prevent this stuff?

HOW TO ACHIEVE CYBER RESILIENCE IN 7 STEPS

SN X< N XXz

STEP 2 STEP 3

STEP 4

SIEP 5

STEP 6

STEP 7

DEVELOP MAP OUT ASSESS & MITIGATE CYBER GET
A PLAN RISK PROFILE MEASURE RISK INSURANCE STARTED
Establish a Create o Study cyber Focus on rough Invest in risk Obtain cyber A rough plan
proactive and cross-functional potterns and figures, not mitigation insurance to is okay —
systematic team of senior attack modes to precise measures provide becoming
process management to develop @ estimates and to protect contingent resilient to
for managing plan for cyber tailored avoid analysis company assels caopital and cyber risk
standard security events approach to paralysis. ot greatest risk. specialized starts with a
systems hygiene. and consider protecting assistance in single step.
hypothetical company assels. the event of
attacks. an attack.

verizon’


https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjZsMO-8_DOAhWBJh4KHYZODYIQjRwIBA&url=https://commons.wikimedia.org/wiki/File:Green_square.svg&psig=AFQjCNG50RgntwiJ3LXXwuQiJMWceeGIeg&ust=1472913226662990
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjBharM8_DOAhUFkh4KHXEcBGEQjRwIBA&url=http://redsquareagency.com/&psig=AFQjCNFTJa5P4mDK1j9VmJsY21oDK7XyPA&ust=1472913255611469

Terms that will Change and Challenge our World

Several terms that will change your strategy and
life for the next 5-15 Years

i loT, Cloud, & BigData
Swarm |ntelllgence US Navy Swarm Locust Drones
Is the emergent collective intelligence of groups of simple agents
(Bonabeau et al, Swarm Intelligence, 1999)
BigData and SDx

y IBM Watson Digital Advisor, Apple
Cognitive Engagements Siri. Amazon Echo

is the Automated and Intelligent system that collects and analyzes
information. It will build models of understanding and Inference that will

develop and test hypothesis for recommendation or to take action.
(Forrester, Cognitive Engagements, A New Force of Creative Destruction)

- CyberSecurity and Cloud
DataKeneSlS Stuxnet and ProjectSauron

is the Impact of Data Attacks on the Physical World.
(Mark Blackmer, PMM Cisco)

verizon’ . .


https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjZsMO-8_DOAhWBJh4KHYZODYIQjRwIBA&url=https://commons.wikimedia.org/wiki/File:Green_square.svg&psig=AFQjCNG50RgntwiJ3LXXwuQiJMWceeGIeg&ust=1472913226662990
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjBharM8_DOAhUFkh4KHXEcBGEQjRwIBA&url=http://redsquareagency.com/&psig=AFQjCNFTJa5P4mDK1j9VmJsY21oDK7XyPA&ust=1472913255611469

How to be successful, apply the simple rules of business

JZ [ relo prz)a%é

b 7%4 Zurets

Results The Secret to Success
80 % by Achieving More with Less

20% of the input (time, resources, effort)
accounts for 80% of the output (results, rewardsh .
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1.  China

2. US.
3. Turkey/Syria

4. Russia
5. Taiwan
6. Brazil

7. Romania

8. India

9. ltaly

10. Hungary/Iran
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Hacking Countries and Groups

41 percent
(of the world's attack traffic)

10 percent

4.7 percent
4.3 percent

3.7 percent

3.3 percent

2.8 percent

2.3 percent

1.6 percent

1.4 percent

People's Liberation Army Unit 61398 (Shady
Rat, APT1), Honker Union, Comment Crew,
Putter Panda, Axiom, Hidden Lynx

NSA, Lizard Squad, Chaos Club, 7t level
group, globalHell, etc., AnonGhost

SEA

APT28, Dragonfly , Russian State Security
Services . The Koobface Gang, Anonymous
International,

Taiwan's Civic Hackers,

Inferno.BR, Prime Suspectz, Perfect.BR, BHS
(Brazillian Hacker Sabotage)

Team GhostShell, Guccifer (Clinton DNC
Hack)

i-HOS (India Hacker Online Squad),
PakXploiters, Hell Shield Hackers, Anonymous
India

HackingTeam, CPY

Tarh Andishan (Stuxnet), Ajax Security Team
Flying Kitten

Additional Global Groups

Anonymous (Global) Bureau 121 (North Korea), MECA (Middle East Cyber Army), Yemen Cyber Army



New Threat Vectors

Email
link N
Phishing Person User
desktop
Email
attachment
Alter Malware ~ Steal
behavior installation credentials

Use of stolen

L credentials
Direct install malware

Backdoor, C2, Ram scraper, Export data

o

(=2l Payment

o POS terminal/controller

THE
CONVERSATION
PRISM

Brought to you by
Brian Solis & JESS3
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MegaTrends & Platform innovation

Cross Platform Analytics — Managed Services — Integrated & Automated Operations

Network

» SDx

» Application-aware
routing and Private
IP

* Dynamic WAN
solutions

* Resource
optimization

* Network Function
Virtualization

* 5G LTE network

verizon’

Security

* Network
embedded
Security — cloud
and DoS

* Managed Security
Services —
Analytics

* Enhanced
perimeter services

* Network threat
management PS

Executive Consulting

loT

* |oT share solutions

» Grid wide utility
solutions

« Smart cities

» Healthcare
solutions

» Ag-Tech

« ThingSpace &
platform console

Cloud & IT
Solutions

Enterprise-grade
mission critical
applications

Ethernet
integrated data
centers

Modernized private
cloud

Cloud to premise
storage

Business Outcome Designed Solutions

Business
Comm

» Mobile first

» Cloud delivered
UC&C

« Contact Center
and Call Center
Optimization

« Multi form factor
collaboration suite
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Everything in Perspective...
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Thank you.

Kawika Takayama

Follow Me
http://www.linkedin.com/in/haynstyle
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People + technology = better business outcomes.

Gartner

Magic Quadrant Reports:

« Managed Security
Services Worldwide

» Cloud-Enabled Managed
Hosting, Europe

* Network Services Global

=[DC

Analyze the Future

MarketScape Reports:

* Worldwide Advanced
Enterprise WAN
Data Services

« Worldwide UCaaS
Service Provider

» Worldwide Network
Consulting Services

verizon’
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D.
Uther Ecosyste™

FORRESTER

Forrester WAVE
Reports:

* Managed Security
Services for North America

Current Analysis

A “leader” in U.S.

business services and

“very strong” for:

* Managed Security
Services

» Global M2M Services

» Global Enterprise Market
for Collaboration and

Communications
Services
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Driving better outcomes.

Better
experiences.

Better
business
results.

Better
peace of
mind.

verizon’

» Customer Interaction
* Digital Experience Optimization

» Customer Analytics Enablement

* Application Delivery Enablement
» Operational Transformation

 Productivity and Collaboration

* Risk Monitoring and Management

» Technology Compliance

» Defense and Continuity

Government

Manufacturing

Energy & Utilities

Retail

Travel & Hospitality

Healthcare & Insurance

Media & Entertainment

Hi-Tech & Services

Financial Services

Outsourcing

15



What makes Verizon Enterprise Solutions better.

4G LTE network covering 98% of U.S.
Servicesin more than 150 countries.
300,000 customer sites.

More than 80 submarine cable
networks worldwide.

Global fiber-optic network spans
6 continents.

In 2015, we invested more than
$17B to improve and expand our
assets and capabilities.

verizon’

Carry IP, data, and voice traffic across more
than 800,000 route miles of cabling.

5 Global Network Operations Centers and 7
Security Operations Centers on four continents.

More than 50 data centers in
20 countries.

Over 700 consultants around the globe, with
over 80 specializing in cloud solutions.

10 top-tier network access point facilities.

24 satellites orbiting the globe.
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