Your identity, Now its mine.

J. Hybinette, CISM, CISSP, CEH, ISSAP, ISSMP, NSA-IAM, NSA-IEM




Interaction 1s Good

Please ask guestions as we go, others
may benefit from your query

No such thing as a stupid question — This
IS a very difficult subject

Lets stay on topic, but side discussions
are welcome




Overview

Introduction
Credit Cards vs ldentity Theft
What is your Identity
Why Steal an ldentity
Stealing an Identity
SSN
— Birth Certificates
— Degrees
— Drivers License
— Passport
Protect Yourself




YES!

Knows how to open CMD Prompt
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IP
125.68.48.79
218.77.79.43
220.173.8.116
220.173.8.116
220.173.8.116
220.173.8.116
220.173.8.116

LOCATION
Seattle, United States

Seattle, United States
Seattle, United States
Seattle, United States
Seattle, United States
Seattle, United States
Seattle, United States

telnet
ftp

teinet
telnet
telnet
telnet
telnet







Your ldentity

Social Security Number
Passwords

Passport

Birth Certificate
Drivers License
Diploma

Credit Cards

Bank Accounts

Online Accounts

You




Tax Filings

_oan Application
Prescriptions
nsurance

Mortgages
Mules

Credit Cards
Fullz

Online Accounts




Phishing

Rkt e, Franebook, comfusafindex 10, php

|_1'] t1) [ Modisited |:] Getting Started |2 | Latest Headlines |_L] Siren Wave files |_1'] Warning siren mp3 - G... C] &ctivelen - Facebook.... @ Search = SCRIPTMAR... |j] How to Create a Face. ..
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K1 Login ‘Facebook ﬁl k=

facebook

ﬁign i]p Facebook helps you connect and share with the people in your life.

Would anybody like to
log into franebook.com? )
Facebook Login

No?

Email:

Password:

I didn’t think so either.
You don't want your EjmeRmmelonecn

facehook or Sign up for Facebook

account compromised.

Forgok your password?

English {US} Frangais {Canada) Espafiel Portugués (Brasi) Frangais (France) Deutsch Italiano &=l Tl chzr{ i)
*




Phishing

From: Joel Daxx [

Sent: Friday, March 04, 2016 10:21 AM
To: Sharon Daxx < >
Subject: Request for March 4, 2016

Hi Sharon,
Kindly send me the 2015 W-2 (PDF) of our company staff for a quick review.

Thanks
Joel Daxx

Sent from my iPad




Phishing

Received: from mx11.antispamcloud.com (mx11.antispamcloud.com [46.165.223.3])
by nwkmx1.nwk01.hosting.com (Postfix) with ESMTP id 5A227602FF
for < >: Fri, 4 Mar 2016 10:21:58 -0500 (EST)
Received: from p3plsmtp01-06-2.prod.phx3.secureserver.net ([72.167.218.90] helo=p3plwbeout01-06.prod.phx3.secureserver.net)
by mx11.antispamcloud.com with esmtps (TLSv1.2:DHE-RSA-AES128-SHA:128)
(Exim 4.85)
(envelope-from < >)
id 1abrXh-0007MB-Dn
for ; Fri, 04 Mar 2016 16:21:56 +0100
Received: from localhost ([72.167.218.4])
by p3plwbeout01-06.prod.phx3.secureserver.net with bizsmtp
id RrMJ1s00406H1ow01rMJww; Fri, 04 Mar 2016 08:21:18 -0700
X-SID: RrMJ1s00406H10ow01
Received: (gmail 30032 invoked by uid 99); 4 Mar 2016 15:21:18 -0000
Content-Transfer-Encoding: quoted-printable
Content-Type: text/html; charset="utf-8"
X-Originating-IP: 107.209.53.125
User-Agent: Workspace Webmail 5.16.11
Message-ID: <
From: " Joel Daxx" <
X-Sender:
Reply-To: " Joel Daxx" <
To: < >
Subject: Request for March 4, 2016
Date: Fri, 4 Mar 2016 08:21:09 -0700
MIME-Version: 1.0




% Exploits Database By Offe.. X | =

€&« (HUa https://www.exploit-db.com [ < L computer nerd > w B Q@ 4 & O @"

EXPLOIT ~

n“T“BASE Home Exploits Shellcode Papers Google Hacking Database Submit Search

Web Application Exploits

This exploit category includes exploits for web applications.

Date AV Title Platform Author
2016-03-31 - (9 MOBOTIX Video Security Cameras - CSRF Add Admin Exploit hardware LiquidWorm
2016-03-31 Apache OpenMeetings 1.9.x - 3.1.0 - ZIP File path Traversal linux Andreas Lindh
2016-03-27 ] Wordpress Plugin IMDb Profile Widget 1.0.8 - Local File Inclusion php CrashBandicot
2016-03-27 i (9 WordPress Photocart Link Plugin 1.6 - Local File Inclusion php CrashBandicot
2016-03-30 ] CubeCart 6.0.10 - Muitiple Vulnerabilities php High-Tech Brid.
2016-03-16 i Maonstra CMS 3.0.3 - Multiple Vuinerabilities php Sarim Kiani

2016-03-28 9 Liferay Portal 5.1.2 - Persistent XSS multiple Sarim Kiani

Local & Privilege Escalation Exploits

This exploit category includes local exploits or privilege escalation exploits.
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Soclal Engineering

The Art of Human Hacking




Bar Coding

T°M WORRIED
THAT HEALTH CARE
HAS BECOME Too
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£ 1958 Rioh Rogers | Pittsburgh Post-Gazotie. Reprinted with pemission. I ATy Fs-Agers | @Ji EE

The Second Opinion cartoon featured this month is a classic Rob Rogers from 1998.
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The Pineapple










The Pineapple




The Pineapple

| Am Your
Friend




Your SSN;:

———= Area Number
= Group Number
!,..Serial Number
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Your SSN;:

574 (AK)

416-424 (AL)

429-432 (AR)

526-527 (AZ)

040-049 (CT)
261-267 (FL)
478-485 (IA)

303-317 (IN)

433-439 (LA)
004-007 (ME)
486-500 (MO)
516-517 (MT)
505-508 (NE)

585 (NM)

268-302 (OH)
159-211 (PA)
247-251 (SC)
449-467 (TX)
008-009 (VT)
232 (WV, NC)

545-573 (CA)
577-579 (DC)
252-260 (GA)
518-519 (ID)

509-515 (KS)
010-034 (MA)
362-386 (MI)

425-428 (MS)
237-246 (NC)
001-003 (NH)

530 (NV)

440-448 (OK)
581-584 (PR)
503-504 (SD)
528-529 (UT)
531-539 (WA)
233-236 (WV)

521-524 (CO)
221-222 (DE)
575-576 (HI)
318-361 (IL)
400-407 (KY)
212-220 (MD)
468-477 (MN)
587 (MS)
501-502 (ND)
135-158 (NJ)

050-134 (NY)

540-544 (OR)
035-039 (RI)
408-415 (TN)
223-231 (VA)
387-399 (WI)
520 (WY)

580 (Vir. Is.; PR)
586 (Guam, Am. Samoa, Phil. Islands)
700-728 (RR Retirement Board - All States)




Your SSN;:

©J Selective Service System: Online Verification - Mozilla Firefox

File Edit View Go

Bookmarks

Tools

Help

I}
\;:l - I_L,‘ - @ @ L1 https:fjvmnnd, sss,govfregverfverification_nc,asp

=
|| Magios 5™ Oreon - Magios Solut...

Waiting Far wiwwd . ss5.gov. ..

Search Site

home
about the agency
registration info
news B public affairs
what's new
contact
careers
privacy policy
history/records
publications
fast facts
what happens in a draft

site map

KEY INFORMATION

This service allows you to look up a man’s Selective Service number, as well
as the date he registered. Enter a last name, Social Security Account number,
and date of hirth for the registered man, and click on "Submit.”

Only registrations of men bom an or after January 1, 1960, can be verified through
this systern. To obtain Selective Service infarmation about men hom earlier, CLICK
HERE and follow the instructions on our "Records” page.

This serice will be operational 7 days a week. It is not available when system
maintenance is scheduled fram 2 a.m. to 4 a.m. U. 3. Central Time Tuesday through
Saturday.

Last Name:
Social Security Number:

Date of Birth: mmddyyyy

Men who have registered remain eligible for Federal student aid, most Federal jobs,
and Federal job training. Male non-citizens living in the U.S. who are 18 through 25
must register to remain eligible for citizenship.
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Degrees

Rochville University - W X

O
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WIKIPEDIA

The Free Encyclopedia

Main page
Contents

Featured content
Current events
Random article
Donate to Wikipedia
Wikipedia store

Interaction
Help
About Wikipedia
Community portal
Recent changes
Contact page

Tools
What links here
Related changes
Upload file
Special pages
Permanent link
Page information
Wikidata item
Cite this page
Print/export
Create a book

Download as PDF
Printable version

Jk

wikipedia.org/w

, YOu Vil De geonea

Article Talk

Rochville University

From Wikipedia, the free encyclopedia

Rochville University is an organization offering a “Life Experience Degree, ||

accused of being a diploma mill. The State of Texas "classifies this online cq

educational credentials"'l and lists it among "institutions whose degrees arel|’

Oregon Office of Degree Authorization lists it as "fake" PI%es4%4 5 gperatior]
Pakistan ! and its diplomas and degree certificates have been mailed from

with many similar enterprises, it is owned by the Karachi based company, A
according to a New York Times investigation, is "to take the centuries-old s¢

and tum it into an Intemnet-era scheme on a global scale."®!

The Texas Higher Education Coordinating Board has indicated that Rochvill
agencies from which they claim accreditation, "appear to be operated by the
District Court ordered Belford University, Rochville University’s sister operati

$22.7 million in damages

Contents [hide]
1 Accreditation status
2 Criticism and controversy
2.1 Connection with Belford University
3 Seealso
4 References
5 External links

Accreditation status [edi)

Rochville University - Redefine Your, Future - Mozilla Firefox

File Edit View Go
L I
@ G

|| Magios

Bookmarks

Tools  Help

@ L1 httpef e, rachevilleuniversity . net/

A oreon - Magios Solut. ..

Q; ) Rochville

Student Area

Provides services to our
existing students

Faculty Area

Provides serices to our
faculty members

Alumni Area

Study while wo

Rocheville University is a leading on-line university, catering to the
educational needs of aver 38,000 working adults and individuals.
Estahlished in 1992, itis one of the first institutions to have acquired
on-line accreditation status.

Rocheville's curriculurn is an integration of technology and tradition.
Currently, a diverse range of accredited hachelor's, master's and
doctoral degree programs are heing offered . Conclusively, the
journey towards one's sel-enhancement starts right here at
Rocheville University.

ur Programs

» Bachelor's Program

Offering & total of 125 credits to select from to complete the
bachelor's program. More

~ation 3 edito

Most Popular

University Briefs
= The hoard is consideting two new
majors to he included in the
Master's program.
As aresult of our quality services
in
the area of online education,
Rocheville University received this
ywear's Austin's Award for
Excellence.

= Aninternationally recognized
university.

= Offers wide range of courses to
help your career prosper.

Programs




Driver License

O Search Results | Alphabay .. % | +
& @~ € @ proshTossau2pul.onion sesr

Logged in as zao
Current balance: BTC

a) AlphaBay Market Rutoanop, Logot
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#  Search Results
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Views: / Bids: Fixed price

Quantity left: Unfimited

Buy price

Views: 4192/ Bids: Fired
Quantity feft: Unfimited

Buy price
L 00

Views: 5767 / Bids:
Quantity left: Unfimited

Buy price
usD 1.10
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Grams Search I'm Feeling Lucky

Buy price
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Passport
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Protect Yourself

Get Your Passport

Watch Your Social Media

Check Your Credit Regularly

Think! Do not share

Protect your Assets

Limit what you carry

Always Ask

Patch

Shred

Destroy prescription labels

Shred Boarding Passes

Take Outgoing Mail to the Post Office
Use a Secured Mailbox

Encrypt All Data

Never overshare Social Networking Sites
Be wise about WiFi




