
Your identity, Now its mine.

J. Hybinette, CISM, CISSP, CEH, ISSAP, ISSMP, NSA-IAM, NSA-IEM



Interaction is Good

• Please ask questions as we go, others 
may benefit from your query

• No such thing as a stupid question – This 
is a very difficult subject

• Lets stay on topic, but side discussions 
are welcome



Overview

• Introduction
• Credit Cards vs Identity Theft
• What is your Identity
• Why Steal an Identity
• Stealing an Identity
• SSN

– Birth Certificates
– Degrees
– Drivers License
– Passport

• Protect Yourself



Knows how to open CMD Prompt
YES!













Your Identity

• Social Security Number
• Passwords
• Passport
• Birth Certificate
• Drivers License
• Diploma
• Credit Cards
• Bank Accounts
• Online Accounts
• You



Who Cares?
• Tax Filings
• Loan Application
• Prescriptions
• Insurance
• Mortgages
• Mules
• Credit Cards
• Fullz
• Online Accounts



Phishing



Phishing

From: Joel Daxx [mailto:jdaxx@hosting.com] 
Sent: Friday, March 04, 2016 10:21 AM
To: Sharon Daxx <sadaxx@hosting.com>
Subject: Request for March 4, 2016

Hi Sharon,

Kindly send me the 2015 W-2 (PDF) of our company staff for a quick review.

Thanks
Joel Daxx

Sent from my iPad



Phishing
Received: from mx11.antispamcloud.com (mx11.antispamcloud.com [46.165.223.3])

by nwkmx1.nwk01.hosting.com (Postfix) with ESMTP id 5A227602FF
for <sadaxx@hosting.com>; Fri, 4 Mar 2016 10:21:58 ‐0500 (EST)

Received: from p3plsmtp01‐06‐2.prod.phx3.secureserver.net ([72.167.218.90] helo=p3plwbeout01‐06.prod.phx3.secureserver.net)
by mx11.antispamcloud.com with esmtps (TLSv1.2:DHE‐RSA‐AES128‐SHA:128)
(Exim 4.85)
(envelope‐from <karin@masterpieceinteriors.com>)
id 1abrXh‐0007MB‐Dn
for sadaxx@hosting.com; Fri, 04 Mar 2016 16:21:56 +0100

Received: from localhost ([72.167.218.4])
by p3plwbeout01‐06.prod.phx3.secureserver.net with bizsmtp
id RrMJ1s00406H1ow01rMJww; Fri, 04 Mar 2016 08:21:18 ‐0700

X‐SID: RrMJ1s00406H1ow01
Received: (qmail 30032 invoked by uid 99); 4 Mar 2016 15:21:18 ‐0000
Content‐Transfer‐Encoding: quoted‐printable
Content‐Type: text/html; charset="utf‐8"
X‐Originating‐IP: 107.209.53.125
User‐Agent: Workspace Webmail 5.16.11
Message‐ID: <20160304082109.4b7b9623f5ebefbce977d953d35eaed9.e651f5c388.wbe@email01.secureserver.net>
From: " Joel Daxx" <jdaxx@hosting.com>
X‐Sender: karin@masterpieceinteriors.com
Reply‐To: " Joel Daxx" <andre.blue@post.com>
To: <sadaxx@hosting.com>
Subject: Request for March 4, 2016
Date: Fri, 4 Mar 2016 08:21:09 ‐0700
MIME‐Version: 1.0



0-Days





Social Engineering



Bar Coding



Bar Coding



The Pineapple







The Pineapple

Home Router

Company 
Router

Starbucks



The Pineapple

I Am Your 
Friend



Your SSN:



Your SSN: 574 (AK) 416-424 (AL) 429-432 (AR)

526-527 (AZ) 545-573 (CA) 521-524 (CO)

040-049 (CT) 577-579 (DC) 221-222 (DE)

261-267 (FL) 252-260 (GA) 575-576 (HI)

478-485 (IA) 518-519 (ID) 318-361 (IL)

303-317 (IN) 509-515 (KS) 400-407 (KY)

433-439 (LA) 010-034 (MA) 212-220 (MD)

004-007 (ME) 362-386 (MI) 468-477 (MN)

486-500 (MO) 425-428 (MS) 587 (MS)

516-517 (MT) 237-246 (NC) 501-502 (ND)

505-508 (NE) 001-003 (NH) 135-158 (NJ)

585 (NM) 530 (NV) 050-134 (NY)

268-302 (OH) 440-448 (OK) 540-544 (OR)

159-211 (PA) 581-584 (PR) 035-039 (RI)

247-251 (SC) 503-504 (SD) 408-415 (TN)

449-467 (TX) 528-529 (UT) 223-231 (VA)

008-009 (VT) 531-539 (WA) 387-399 (WI)

232 (WV, NC) 233-236 (WV) 520 (WY)

580 (Vir. Is.; PR) 

586 (Guam, Am. Samoa, Phil. Islands) 

700-728 (RR Retirement Board - All States) 



Your SSN:



Birth certificates



Degrees



Driver License



Passport





Protect Yourself

• Get Your Passport
• Watch Your Social Media
• Check Your Credit Regularly
• Think! Do not share
• Protect your Assets
• Limit what you carry
• Always Ask
• Patch
• Shred
• Destroy prescription labels
• Shred Boarding Passes
• Take Outgoing Mail to the Post Office
• Use a Secured Mailbox
• Encrypt All Data
• Never overshare Social Networking Sites
• Be wise about WiFi


