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2016 : We're in the middle of a perfect storm.
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These 10 steps.
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and become a department of S

#2 Understand the adversaries’ focus and their attack
model




#4. Take care of good Hygiene

Keep current on patches.

Utilize the network as an inspection, data gathering and control point.
Not just a port blocker.

Manage Identities, especially the privileged users they are your
weakest link.

Utilize stronger authentication and adaptive authentication.

Move from Roles to Rules and develop a dynamic approach to
identity management.

Schedule annual big picture security reviews.

Develop strong remediation plans and have appropriate resources on
retainer.




 Design patterns to minimize trust boundaries

- Isolate solutions when possible and created trust zones in untrusted
environments
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and use intelligence of others
- No matter your size you can not do everything on your own.

« Look for strong research teams and autonomous updates.




How Security Enables theéfbusglness

By understanding the business you measure risk and appropriately
insert security controls

Security enables the adoption of new technology

Shared security services such as Identity and Access management will
reduce costs, increase efflaency and prowde better user experlence




The future

Prescriptive Analytics
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