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— decurity consulting services

— decurity monitoring solution & services
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We are hackers

..well..not exactly like that
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These days

A lot of breaches in the news

e We see that a lot of environments
are vulnerable to simple issues
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e JSome attacks are
complicated..

.
:

e But most take advantage of
simple misconfiguration

SR280% 8599~ 2ads
| "RRERA TR

: y

) H &

Cy WIRC e § N W G Y,

" o oo J0SNE 04y | R 147

CUP It r L

: 3 o At o e g . g

PHLT By

P

FLARR T

A

WWW.BTBSECURITY.COM




A

This talk will focus on the top security controls that can be
implemented with low cost and low impact to your network, ensuring

maximum ROl of your Domain Admin's valuable time.
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I-Separate DA from “everyday” Accounts

Domain Admin Account
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“ pass\,vord sessssenene

@ The new password is too simple
onfirm @

Please choose another password.

Close
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Dialin | Environment | Sessions | Remote control I
_ Remote Desktop Services Profile | ~ Personal Vitual Desktop |  COM+ |
General | Address Account | Profile | Telephones | Organization | Member Of |

Active Directory Users and Cc

Saved Queries User | )
] Z3 quikad.com el -
® (5] Builtin | | E Logon Workstations 21 x|
] Computers U Windows 2000):
Berbogcrirene bre ndowe ) In Computer name, type the computer’s NetBIOS or Domain Name

3 | Domain Controllers
ForeignSecurityPrindp IQU“(AD\ IAdmumslrator System (DNS) name.

| Managed Service Accc
| Users

Logon Hours... Log On To... | This user can log on to:

" Al computers
(¢ The following computers

Account options: Computer name:

™ User must change password at next logon DC.domain.com
[ User cannot change password

[V Password never expires

[~ Store password using reversible encryption

™ Unlock account

1~ Account expires
% Never
C Erdof
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. Active Directory Users and Computers i

File Acton View Help

e | 2m| 0B k.= HE g

= : n of Control Wizard
¥ | | Saved Queries Builtin builtinDomain

= Mlvs Container 1
,(8:‘ Find ont... Organizational ... we|come to the DEIegatlon Of

. Change Domain... Bcur,.. Container -
| Dy Change Domain Controller... Ser... Container contrOI W|Za rd

E ;
'™ Raise domain functional level... Container 'Féﬂ?}

M

Operations Masters. .. This wizard helps you delegate control of Active Directory

New
All Tasks

groups, computers, organizational units, and other objects

]( N -\‘] objects. You can grant users pemission to manage users,
b N
? stored in Active Directory Domain Services.

View
To continue, click Next.
Refresh

Export List...
Properties
Help

K |

Delegates control of objects in this folder
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Delegation of Control Wizard

Tasks to Delegate
You can select common tasks or customize your own.

{+ Delegate the following common tasks:

[ Create. delete. and manage user accounts

[ Reset user passwords and force password change at next logon
[ Read all user information

O Modify the membership of a group

[ Join a computer to the domain
O Manage Group Policy links
[ Generate Resuttant Set of Policy (Planning)

" Create a custom task to delegate
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Microsoft Security Compliance Manager

Eile View Help

Global setting search

4 Custom Baselines
4 Windows 7
Attachments \ Guides
DCNET - Win7-EC-Desktop 1.0
DCMET - Win7-S5LF-Desktop 1.0
4 Windows Server 2008 5p2
Attachments ' Guides
DCNET - WS20085P2 Domain Controller Security Compliance 1.0
4 Microsoft Baselines
Internet Explorer 8
I Internet Explorer 9
Microsoft Office 2007 SP2
I Microsoft Office 2010
I Windows 7
Windows Server 2003 5P2
I Windows Server 2008 R2 SPL
4 Windows Server 2008 SP2
Attachments \, Guides
W520085P2 AD Certificate Services Server Security Compliance 1.0
W520085P2 DHCP Server Security Compliance 1.0
WS520085P2 DNS Server Security Compliance 1.0
WS20085P2 Domain Controller Security Compliance 1.0
W520085P2 Domain Security Compliance 1.0
W520085P2 File Server Security Compliance 1.0
W520085P2 Hyper-V Security Compliance 1.0
W520085P2 Member Server Security Compliance 1.0
WS20085P2 Network Access Services Server Security Compliance 1.0
W520085P2 Print Server Security Compliance 1.0
W520085P2 Terminal Services Security Compliance 1.0
W520085P2 Web Server Security Compliance 1.0
Windows Vista 5P2
Windows XP 5P3
Other Baselines
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DCNET - Win7-55LF-Desktop 1.0

+  Advanced View

269 Setting(s)

Name Default

~ Audit Policies\Account Logon 4 Settingls)
Audit Policy: Account Logon: Creden Mo auditing
Audit Policy: Account Logon: Kerberc Mo auditing
Audit Policy: Account Logon: Kerbere No Auditing

Audit Policy: Account Logon: Other 2 No auditing

4 Audit Policies\Account Management 6 Setting(s)

Audit Policy: Account Management: + No auditing
Audit Policy: Account Management: ¢ Mo auditing
Audit Policy: Account Management: | No auditing
Audit Policy: Account Management: ¢ No auditing
Audit Policy: Account Management: | Success
Audit Policy: Account Management: | Success

~  Audit Policies\Detailed Tracking 4 Setting(s)
Audit Policy: Detailed Tracking: DPAF No auditing

Value must be equal to Success.

Customize setting value ~ Success

Microsoft Customized

Success and Failur Success and Failur
No Auditing
No Auditing

Mo Auditing
No Auditing
No Auditing Mo Auditing
No auditing Mo auditing

Success and Failur Success and Failu
No auditing Mo auditing

Success and Failur Success and Failur
Success and Failui Success and Failu
Success and Failui Success and Failus
No auditing Mo auditing

Success Success

Severity; ‘ Mone

Severity Path

None
Mone
None

None

Nane
Mone
None
None
Mone

None

None

None

Computer Configuration\Windows S

Computer ConfigurationtWindows S

Computer Configuration\Windows S

Computer Configuration\Windows S

Computer Configuration\Windows S

Computer Configuration\Windows S«

Computer Configuration\Windows S

Computer Configuration\Windows S

Computer ConfigurationtWindows S

Computer Configuration\Windows 5

Computer Configuration'Windows S«

Computer Configuration\Windows 51

Collapse

Comments:

~ Setting Details

Audit Policy: Detailed Tracking: RPC | No auditing
~ Audit Policies\DS Access 4 Setting(s)

Audit Policy: DS Access: Detailed Dire No auditing
Audit Policy: DS Access: Directory Ser No auditing
Audit Policy: DS Access: Directory Ser No auditing
Audit Policy: DS Access: Directory Set No auditing
~ Audit Policies\Logon Logoff 9 Setting(s)
Audit Policy: Logon-Logoff: Account  Success

Budit Dalic: | anan-l anedf TPsar Fet We auditins

No Auditing No Auditing

No Auditing No Auditing
No auditing Na auditing
Mo auditing Mo auditing
No auditing Mo auditing
Mo auditing Mo auditing

M anditinn N aditinn

Computer Configuration\Windows S

Computer Configuration\Windows S

Computer Configuration\Windows S

Computer ConfigurationtWindows 5¢

Computer Configuration\Windows 5t

Computer Configuration\Windows S«

Carrutar Confinurstinnt Windaws S
v

Import

GPO Backup (folder)
SCM (.cab)

Export

Excel [xlsm)

GPO Backup (folder)
SCAP 1.0 (.cab)
SCCM DCM 2007 (cab)
SCM (.cab)

Baseline

Compare / Merge
Celete

Duplicate

Lock

Properties

Setting

Add

Delete

Move

Setting Group

Add

Delete

Properties

Help

About

Help Topics

Release Notes

Send Feedback

Privacy Statement
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net use \\IP_ADDRESS\ipc$ "" /user:""
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LL What? NB Whao?

Link-Local Multicast Name Resolution and NetBI0OS Naming Service

Hosts File
DNS Server
 LMNR Multicast or NBNS Broadcast
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04/08/2015 12:23:12 PM Share requested: \\HELO\TEST

04/08/2015 12:23:14 PM [+]SMB-NTLMvZ complete hash 1s r
EA11AD478234F1EBDABF2(9:010100000000000038E 3185018/2?08 d
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http://btbsecurity.com/resources/videos/204-smbrelay-and-

lImnr-zero-to-breach-in-ten-minutes
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Bl e *+
. Default Domain Policy [QUIK2008.QUIKAD.COM] Policy

D £& Local Users and Groups

B (] Preferences

&2 Windows Settings

= (9] Control Panel Settings Processing
gj Data Sources
B oevees

Folder Options
j Local Users and Groups Local User ]cOmmm |
(@8] Network Options
=4 Power Options —
3 Printers 5 Action: |Updahe
(=] Scheduled Tasks
Ry Services User name: |Admmxstrator
= 4R, User Configuration

# [ Policies
@ [ Preferences Description Full name: |

Full Name

Rename to: [

Description: |

Password: Ilouoo-ouoo-o-o

Confirm Password: | sssssssssssses

[V User must change password at next logon
I~ Account s disabled
[V Account never expires

\ Preferences
Local Users and Groups
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C:\>findstr /S cpassword \\dcl.securus.corp.com\sysvol\*.xml
\\192.168.122.55\sysvol\securus.corp.com\Policies\{31B2F340-016D-11D2-945F-00CO4FB984F9}\MACHINE\Pref

erences\Groups\Groups.xml: ="" description="" |cpassword="1MJPOM4MqvDWWJq5IY9nJgeUHMMtE6N2CUtb7B/jRFPs”

changeLogon="0" noChange="0" neverExpires="0" acctDisabled="1" subAuthority="RID_ADMIN" userName="Ad
ministrator (built-in)"/>

gpp-decrypt 1MJPOM4MqvDWWJIq51Y9nJqeUHMMt6N2CUtb7B/jRFPs
1g2w3edr5t
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B Group Policy Management Editor
Fle Aon Vew Heb

e =) x

Default Doman Policy [QUEX2
- ¥ Computer Configurabon
= Pobcwy
tmire Setngs
on Polcy
Soots (Startup Shutdoan)
y Seaurty Settings
® 3 Account Poloes
Local Polces
Audt Pokcy
User Rights Assgrment

Security Opbons

(IEEE 802. ) Pokoes

wal mth Advanced Seaunty

Network List Marager Polaes

Nt twork AcCess Prodecson
Appication Corrol
3, P Seauity Poloes on
- Advanced Audt Polcy Condgurston
. J. Pokcy based Qc

Admristratve Templates: Polcy defirvtions (ADMY fles)

Preferences
User Configuraton
Pokcwy

Preferences
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Polcy »

i Policy Settng

Access Credential Manager &5 8 trusted Caller
Access T computer from T N twork
Act o por the operatng system
ASS wOrkstaSons to doman
h memdcy Quotas for & process
Mow log on ocaly
on rough Remote Desictop Services
Back up fles and drectones
Bypass Taverse chedang
Crange the system tme
Change the tme 2one
Create a pagefie
Create & token obpect
Create giobal objects
Create pormanent shared adjects
Creste symbol ks
Debug programs
Dervy acoess to the computer Fom the network
on a3 & batch b

On 33 & servCe

Not Defined
ot Defned
Oefined

t Defined

t Defned
ot Defined
ot Defined
t Defined

t Defined
MNot Defined
Defned

t Defined

t Defned

t Defined

t Defined

t Defned
Defined
Defined
Defred

Defined

on ocally

on $wough Remote Deskiop Services

Enable computer and user accounts to be trusted for delegabon

Force shusdown fom & remote systen
Generate secunty audts
I personate a chent
InTresse a8 proce
Increase scheduling prionty
Load and uricad devwee drivers
LOCK DOQES IN MemOry

an a4 3 DaATh b

T &3 & service

D fredt




| Active Directory Users and Computers [Quik2008.quikad.com]
# | Saved Queries
= 33 quikad.com
# || Builtin
| Computers
| Domain Controllers
| ForeignSecurityPrincipals
| LostAndFound
il Managed Service Accounts
| Program Data
| System
| Users
| NTDS Quotas

WWW.BTBSECURITY.COM




File Acton View Help
B EE = s
| Default Domain Policy [QUIK2008.QUIKAD.COM] Policy Policy = | Policy Setting
= & Computer Configuration Domain member: Require strong (Windows 2000 or later) session key Not Defined
= Policies Interactive logon: Display user information when the session is locked Not Defined
Software Settings Interactive logon: Do not display last user name Not Defined
Windows Settings Interactive logon: Do not require CTRL+ALT +DEL Not Defined

Name Resolution Policy Interactive logon: Message text for users attempting to log on Not Defined
| Saipts (Startup/Shutdown) Interactive logon: Maeeana itla fnr 1icare athamntinn tn Inn nn Not Defined

Security Settings e ] etwork security: LAN Manager a £ Not Defined
Interactive logon: ¢ Policy Setting | Explain I Not Defined
:] Audit Policy Interactive logon: Not Defined
3 User Rights Assignment Interactive logon: TJ! Network security: LAN Manager authentication level Not Defined
Ji Security Options Interactive logon: Not Defined

3 Eventlog Microsoft network Disabled

5 Restricted Groups Microsoft network [ Define this policy setting Disabled
4, System Services Microsoft network Send LM & NTLM j Not Defined
4 Registry Microsoft network Send le = NTLI; responses Not Defined

) end LM responses

A Fie System _ Mirosoftnetwork Send LM & NTLM - use NTLMv2 session secury f negotisted Disabled

ired Network (IEEE 802.3) Policies Microsoft network 1| Send NTLM response only Disabled
Windows Firewall with Advanced Security Microsoft network Send NTLMv2 response only Not Defined
| Network List Manager Polices Microsoft network Send NTLMv2 response only. Refuse LM Not Defined

# Wireless Network (IEEE 802. 11) Policies Nebwork access: Send NTLMv2 response only. Refuse LM & NTLM Enabled

Public Key Policies Network access: Disabled

Software Restriction Policies Network access: Disabled
Network Access Protection Network access: NotOcfined

Application Control Policies ) :

8, 1P Security Polices on Active Directory (QUIKAD. Network a(cess: E"ﬂh‘E:

+ Advanced Audit Policy Configuration Net‘-\'ur: access: Not Deﬁ"Ej
Network access: Not Define
% gl Policy-based QoS

Administrative Templates: Policy definitions (ADMX files) Network access: Not Defined

0 Preferences Network access: Disabled

=) 4%, User Configuration Network access: Not Defined
+ Polices Network access: Not Defined
+ Preferences Network security: Not Defined
Network security: Not Defined
Network Security: Not Defined
Network security: ITI Not Defined
Network security: Enabled
Network security: Force logoff when logon hours expire Disabled
.| Network security: LAN Manager authentication level Not Defined
Network security: LDAP dient signing requirements Not Defined
Network security: Minimum session security for NTLM SSP based (induding secure RPC) dients Not Defined
Network security: Minimum session security for NTLM SSP based (induding secure RPC) servers Not Defined
Network security: Restrict NTLM: Add remote server exceptions for NTLM authentication Not Defined
Network security: Restrict NTLM: Add server exceptions in this domain Not Defined
Network security: Restrict NTLM: Audit Incoming NTLM Traffic Not Defined
Network security: Restrict NTLM: Audit NTLM authentication in this domain Not Defined

Nahunrl can writus Dactrict MTIM: Tnrnminn NTIM traffic Mat Nafinad
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Pokcy =
Access Credenial MaraQer a5 3 U ed Caller

Access B compuier from B network
ACt an part of the cper ot sysher
A3S workstators 1o doman

Adyust mrerscr y Quotas for 8 process
Mow g on local

Ao g on Brou e e s

sPolces BACHUD TS 3TC caennty Policy Seting  Expian |

o L L %
hch? Pokcy TV

User Rughts Assgrmment
Seaurty Qptors e e 1 Add wodkstatons 1o doman

Coen?

This secuty seting detemmines which groups O users can add
PR IO 2 § SOMman

Restricied Gros
) Res o+ %

(reate gobal cbye
Creste permanent This securty seting & vald orly on domain cortrollers. By
jofak oy suhertcled user has T ANt 3nd Can Creste WO
bo 10 computer sccourts n Pe doman

Create 3okl

Debug programs
~ sfre e d S0 € s o th AG3rg 8 computer s000UT 10 P doman allows he computer 10
Network Lst Marager Polk Der 5 : patcpate n Actrve Drectory based networding For exarple
Wireless Netaork OFIT 802.11 N J nddng » workitabion %0 8 dorman erables that workat ston to
FRCOgNIDe SCOOUrts and groups that eoet in Actve Dieectory

Publc Koy Poloes

ftmare Restctor Poboes . vous Dol Athertcated o & t-d

MNote Users who have the Create Comprter Otyacts pemmsson
the Actve Dveciory computen Cortarer Cam 8iso Create
jor scoourts n Pe doman  The detrction & that usen
permissong on The CONtaner ane not restacted 10 Pe
) of erly Y0 computer aocourts In addBon compuber
2: Polcy defrvdons (ADMY fies st & proces courts that ae ceated by mears of Add wodkcttons 3o
oease schedr have Doman Adrrust-aton o9 Te owrer of the
ompUler 300Ut while Computer SCCOUNts that are Created by :J

P Secunty Poloes on Actve Drectory (QUIKAL

Advarced kadt Polcy Configur aton
e sonate a Che

Load and urioad

Dages N men
For more rfomaton sbaut seourty polcy and misted Windows
testres. poe the Momack webate

og on an & Dalch

LOQ ON &5 & Serwl

Manaoe adtrg ¢

Modfy an obsect TI Concel I

Modfy frrmare @

dure nantenarce Lass

Profie srgle process
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Questions?

David Williams Matt Barnett

David.Williams&btbsecurity.com  matt.barnett@btbsecurity.com




