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Overview of the DHS Red Team/Penetration Testing Services

The NCCIC serves as the Department of Homeland Security’s lead for cybersecurity
and communication coordination, applying analytic perspectives, organizing shared
cybersecurity and communications situational awareness, and orchestrating syn-
chronized response, mitigation, and recovery efforts in the event of a cyber or com-
munications incident. The NCATS team supports the NCCIC’s mission by offering cy-
bersecurity scanning and testing services to provide remediation and mitigation rec-
ommendations allowing the stakeholder to improve their cybersecurity posture
through findings provided by the NCATS team.

This session will provide an overview of the NCATS security services available to the
State and Local communities. The participants will learn how NCATS leverages ex-
isting “best in breed” cybersecurity assessment methodologies, commercial best
practices and threat intelligence integration that enables cybersecurity stakeholders
to better develop decision making and risk management guidance. NCATS has
branded this service opportunity as our “Absolute State of the Hack” mindset and
methodology.
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