Following CISA & NIST Guidelines to Achieve a True Zero Trust Environ-

ment

This will be a presentation focusing on the CISA and NIST zero trust frame-
work and how organizations can leverage these guidelines to provide a
more secure zero trust envionment to protect their critical assets. Zero trust
is a framework for securing organizations in the cloud and mobile world that
asserts that no user or application should be trusted by default. Following a
key zero trust principle, least-privileged access, trust is established based on
context (e.g., user identity and location, the security posture of the end-
point, the app or service being requested) with policy checks at each step.
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