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Implemen ng Zero Trust — Lessons Learned 

ImplemenƟng Zero Trust can be a difficult process. This presentaƟon will 
discuss and present a zero trust checklist. This presentaƟon approaches Ze-
ro Trust (ZT) in an easy way so as to not overwhelm stakeholders and others 
with implemenƟng policies, architectures and deploying tools across your 
enƟre network. Focus is on protecƟng the most valuable digital assets. 
These topics include: SensiƟve Data - This includes the data of customers 
and employees, as well as proprietary informaƟon you do not want to fall 
into the hands of a thief. CriƟcal ApplicaƟons - These are the applicaƟons 
that play a central role in your most crucial business processes. Physical As-
sets - Physical assets can range from point-of-sale (PoS) terminals to Inter-
net-of-Things (IoT) devices to medical equipment. Enterprise Services - 

These include the elements of your infrastructure used to support the day-
to-day work of employees and execuƟves, as well as those that facilitate 
customer sales and interacƟons. Implement Controls Around Network 

Traffic - The way traffic flows through your network will oŌen pivot on the 
dependencies each system uses. For example, many systems need to acces-
sa database holding customer, product, or service informaƟon. Requests, 
therefore, do not simply “go into the system.” Rather, they have to be rout-
ed through a database containing sensiƟve and delicate informaƟon and ar-
chitecture. Understanding these kinds of details will help you decide which 
network controls to implement and where to posiƟon them. Architect a Ze-
ro Trust network - A zero trust network is designed around your specific pro-
tect surface—there is never a one-size-fits-all soluƟon. In most situaƟons, 
your architecture may begin with a next-generaƟon firewall (NGFW), which 
can act as a tool for segmenƟng an area of your network. Also at some  



point, you will want to implement mulƟ-factor authenƟcaƟon (MFA) to en-
sure users are thoroughly veƩed before being granted access. Create a Zero 
Trust Policy - AŌer you have architected the network, you will want to de-
sign your zero trust policies. This is most effecƟvely done using what is 
known as the Kipling Method. This involves asking who, what, when, where, 
why, and how for every user, device, and network that wants to gain access. 
Monitor Your Network - Monitoring acƟvity on your network can alert you 
to potenƟal issues sooner and provide valuable insights for opƟmizing net-
work performance—without compromising security. Reports - Reports pro-
duced on a regular or ongoing basis can be used to flag abnormal behavior. 
You can also analyze them to assess how your zero trust system impacts em-
ployee or system performance and ways you may be able to improve it. An-
alyƟcs - AnalyƟcs takes data generated by your system and provides insights 
regarding how well it funcƟons. Insights are valuable when you need to 
monitor network traffic, the performance of components of the network, 
and paƩerns of user behavior. Logs - The logs produced by your system pro-
vide you with a permanent, Ɵme-stamped record of acƟvity. These can be 
analyzed manually or using analyƟcal tools, such as machine-learning algo-
rithms that can recognize paƩerns and anomalies. 
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