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Threats from the Inside 

With the changing security landscape, it’s no longer enough to secure the 
edge of your network. Whether it’s malicious actors, your own  employees 
or company culture and policies, the threats are everywhere. “Trust, but 
verify” has now become “Don’t trust and assume the worst”. We will pro-
vide real world examples of security compromises from inside the company 
as well as discussing what you should do to mi gate them, including adop-

on of a zero trust security model.   
Related points we’d look to explore during the talk:  
 Security breaches from ex-IT 
 Impact of company culture on Security 
 Taking a defensive approach  
 What is zero-trust  
 
Biography 
 
Duncan has been an IT professional for over 25 years, represen ng local, na-

onal, and interna onal organiza ons. Originally intending to combine his 
love of film and computers in the special effects industry with a BFA from 
Ithaca College, Duncan has instead brought his eye for detail and quality to 
his IT career. He is a passionate problem solver who likes to think outside 
the box. Cer fied as MCSE, MCSA, and MCP, pursuing a CISSP and CEH.  In 
his spare me, he enjoys movies, theater, games, and puzzles of all kinds as 
well as being ac ve in a medieval recrea on group. 


