Threats from the Inside

With the changing security landscape, it’s no longer enough to secure the
edge of your network. Whether it’s malicious actors, your own employees
or company culture and policies, the threats are everywhere. “Trust, but
verify” has now become “Don’t trust and assume the worst”. We will pro-
vide real world examples of security compromises from inside the company
as well as discussing what you should do to mitigate them, including adop-
tion of a zero trust security model.

Related points we’d look to explore during the talk:

o Security breaches from ex-IT

o Impact of company culture on Security

« Taking a defensive approach

o What is zero-trust
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