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Threat Modeling: Concepts and Ac ons 

OrganizaƟonal resources devoted towards cybersecurity, no maƩer how ro-

bust, will always have limitaƟons. These limits may be a result of manpower, 

computaƟonal complexity, cost, Ɵme, knowledge, etc.  Therefore, it is exis-

tenƟally vital that these assets are operaƟonally employed to protect the 

organizaƟon and its stakeholders against the most dangerous and most like-

ly adversarial threats.  Threat Modeling, when properly executed, can un-

cover these aƩack vectors where defensive resources should be concentrat-

ed. Furthermore, threat modeling can highlight those criƟcal nodes in which 

security controls must be tested.  Likewise, these nodes provide realisƟc tar-

gets to enhance aƩack scenarios for tailored adversarial simulaƟons.  The 

end result is an organizaƟon with criƟcal systems hardened against their 

most probable threats, and equally important, heightened confidence held 

by those that rely on the organizaƟon. For this session, threat modeling con-

cepts are reviewed and evaluated. Methods to mature our model using 

aƩack frameworks and threat intelligence are discussed. Next, a noƟonal 

organizaƟon, aƩack framework, and threat intelligence are given, and a con-

cise threat model is constructed. Finally, security soluƟons Ɵed to the threat 

model are constructed from the mindset of a Blue Team, and an adversarial 

aƩack plan is constructed from the mindset of a Red Team. The end result is 

a mature model constructed by security professionals with a thorough un-

derstanding behind the emplacement of defensive controls and the 

aƩacker's courses of acƟon.  
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