The Evolution of Malware & Future Malware Mitigation

Malware remains a continuously evolving threat landscape. The continuous
shifts in attacker’s tools, techniques, and procedures used to distribute mal-
ware require businesses and organizations to ensure that processes, sys-
tems, and networks are built for resilience — the ability to prepare, respond,
and recover from cyberattacks. This session will discuss the adoption of
baseline assessments, cybersecurity frameworks, and kill chain frameworks
used to achieve cybersecurity resilience. You will gain valuable insights on
future malware mitigations from the Cybersecurity and Infrastructure Secu-
rity Agency (CISA) and return home with actionable next steps to combat
cyberattacks.
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